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TITLE: Process and system for managing run- time adaptation for general purpose 
distributed adaptive applications 

DATE-ISSUED: November 27, 2001 
INVENTOR- INFORMATION : 
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Raverdy; Pierre-Guillaume Santa Clara CA 

Lea; Rodger J. San Jose CA 

US -CL- CURRENT: 717 /11 



A method and system for managing run- time adaptation for general purpose 
distributed adaptive applications. Using the present software run-time 
environment, application designers would be able to quickly develop distributed 
adaptive software, such as network or web software, without having to deal with 
the details of the distribution and adaptation. To achieve both distribution 
and adaptation, meta-level object programming techniques and run-time 
monitoring techniques are applied. Importantly, a run- time adaptation manager 
is provided for configuring the application execution environments, and for 
managing adaptations for both reflective methods and adaptive methods. In 
addition, the adaptation manager coordinates the adaptation of multiple objects 
in a coherent manner by keeping track of instances of the adaptive classes and 
the platform services that they are using. The adaptation manager also records 
the adaptation policies and monitors the system state and user preferences. 
Based on the adaptation polices and the system state, the adaptation manager 
executes related policies and decides which, how, and when objects should be 
adapted . 
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DATE- ISSUED: November 27, 2001 

INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 
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In one embodiment, an architecture that consummates an electronic transaction 
between a first electronic device, such as an acquirer device, a second 
electronic device, such as an issuer device, and a plurality of electronic 
terminals, such as merchant terminals, by establishing a communication between 
the plurality of devices and terminals and accumulating transactions that are 
approved by the second electronic device. Then, periodically the plurality of 
transactions are settled using a transfer of monetary value between the first 
electronic device and the second electronic device. For example, the present 
invention uses electronic cash transfer to replace conventional settlement, 
which requires the use of a third-party settlement service. 
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US-PAT-NO: 6317718 

DOCUMENT- IDENTIFIER: US 6317718 Bl 

TITLE: System, method and article of manufacture for location-based filtering 
for shopping agent in the physical world 

DATE- ISSUED : November 13, 2001 
INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Fano; Andrew Ernest Evanston IL 

US -CL- CURRENT: 705/1; 705/14 



An agent based system utilizes a Personal Digital Assistant (PDA) -based, Global 
Positioning System (GPS) -enabled information gathering agent to create a 
customized offer information summary based on the location of a user and one or 
more items of interest. One or more items of interest are obtained from a user. 
The physical location of the user is determined. A query based on the items of 
interest and the physical location of the user is then created. A network of 
information is queried utilizing this query. A customized offer is received 
from a retailer-based agent in response to the query. The customized offer 
information associated with the items of interest and their locations relative 
to the physical location of the user is displayed. 
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TITLE: System, method and article of manufacture for a gateway system 
architecture with system administration information accessible from a browser 

DATE-ISSUED: October 16, 2001 
INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Nguyen; Trong Sunnyvale CA 

Subramanian; Mahadevan P. Foster City CA 

Haller; Daniel R. Menlo Park CA 

US -CL- CURRENT: 709 / 250 ; 709 / 217 , 709 / 230 
ABSTRACT : 

Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information from the 
merchant computer system to a payment gateway computer system. The payment 
gateway system receives encrypted payment requests from merchants, as HTTP POST 
messages via the Internet. The gateway then unwraps and decrypts the requests, 
authenticates digital signatures of the requests based on certificates, 
supports transaction types and card types as required by a financial 
institution, and accepts concurrent VPOS transactions from each of the merchant 
servers. Then, the gateway converts transaction data to host-specific formats 
and forwards the mapped requests to the host processor using the existing 
financial network. The gateway system architecture includes support for 
standard Internet access routines which facilitate access to system 
administration information from a commercial web browser. 
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DATE- ISSUED: October 9, 2001 
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A data structure visualization tool visualizes a data structure such as a 
decision table classifier. A data file based on a data set of relational data 
is stored as a relational table, where each row represents an aggregate of all 
the records for each combination of values of the attributes used. Once loaded 
into memory, an inducer is used to construct a hierarchy of levels, called a 
decision table classifier, where each successive level in the hierarchy has two 
fewer attributes. Besides a column for each attribute, there is a column for 
the record count (or more generally, sum of record weights) , and a column 
containing a vector of probabilities (each probability gives the proportion of 
records in each class) . Finally, at the top-most level, a single row represents 
all the data. The decision table classifier is then passed to the visualization 
tool for display and the decision table classifier is visualized. By building a 
representative scene graph adaptively, the visualization application never 
loads the whole data set into memory. Interactive techniques, such as 
drill -down and drill- through are used view further levels of detail or to 
retrieve some subset of the original data. The decision table visualizer helps 
a user understand the importance of specific attribute values for 
classification . 
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TITLE: System, method and article of manufacture for a globally addressable 
interface in a communication services patterns environment 
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A system, method, and article of manufacture are provided for delivering 
service via a globally addressable interface. A plurality of interfaces are 
provided with access allowed to a plurality of different sets of services from 
each of the interfaces . Each interface has a unique set of services associated 
therewith. Each of the interfaces is named with a name indicative of the unique 
set of services associated therewith. The names of the interfaces are then 
broadcast to a plurality of systems requiring service. 

15 Claims, 195 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: 122 



ABSTRACT : 





□ 7. Document ID: US 6272493 Bl 

L4: Entry 7 of 59 



File: USPT 



Aug 7, 2001 



6 of 49 



11/28/01 1:01 PM 



Record List Display 




http://westbrs:8820/bin/gate.exe?f=TOC&sj 




[8ptnq.5&refM&dbname=USPT&ESNAME=REV 



US-PAT-NO: 6272493 
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TITLE: System and method for facilitating a windows based content manifestation 
environment within a WWW browser 

DATE- ISSUED : August 7, 2001 
INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Pasquali; Sandro Sante Fe NM 

US -CL- CURRENT: 707/10 



System and method for facilitating a windowed content manifestation environment 
within a world wide web (WWW) browser client. The system and method include and 
involve a server system that is configured to serve a software system and 
associated content via an electronic data network such as the Internet and WWW. 
Also included and involved is a web browser client (web browser software 
application) operating within a data processing system that is coupled to said 
server system via the electronic data network and which instantiates a content 
manifestation environment (e.g., a dynamic screen display environment within 
the data processing system) . The web browser client is operative to receive the 
software system and the associated content via the server system, to process 
the software system and the associated content to produce at least one window 
object within the content manifestation environment. The generated window 
object (s) are each associated with a set of controllable attributes and are 
configured to manifest at least a portion of the associated content. The 
controllable attributes are configured to affect manifestation of the window 
object (s) by the web browser client within the content manifestation 
environment. The window object (s) generated within the content manifestation 
environment may be updated and loaded with content received via the electronic 
data network without requiring the content manifestation environment to be 
refreshed (e.g., without requiring screen refresh operations), and in real-time 
without requiring user intervention such as via hyper-link traversal. 

13 Claims, 10 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: 10 
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US-PAT-NO: 6256676 

DOCUMENT- IDENTIFIER: US 6256676 Bl 

TITLE: Agent-adapter architecture for use in enterprise application integration 
systems 

DATE-ISSUED: July 3, 2001 
INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Taylor; John Timothy Leesburg VA 

Yee; Hon-Siew Herndon VA 

US - CL - CURRENT : 709/246 



An agent-adapter architecture used in systems and methods to integrate 
applications of the type normally deployed across a networked enterprise. A 
plurality of adapters, each of which is adapted to perform a discrete function 
associated with respective ones of the plurality of enterprise applications is 
encapsulated by an agent. The agent is extensible, including one or more 
embedded objects, each of which is adapted to perform a discrete function that 
may or may not be associated with respective ones of the plurality of 
enterprise applications. 
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TITLE: Systems and methods for the secure transaction management and electronic 
rights protection 

DATE-ISSUED: June 26, 2001 
INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Ginter; Karl L . Beltsville MD 

Shear; Victor H. Bethesda MD 

Spahn; Francis J. El Cerrito CA 

Van Wie; David M. Sunnyvale CA 

US -CL- CURRENT: 705 /57; 705 /52 
ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic-facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper-resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all -electronic 
information distribution, for example, utilizing the "electronic highway." 
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TITLE: System, method and article of manufacture for exchanging software and 
configuration data over a multichannel, extensible, flexible architecture 

DATE- ISSUED: June 26, 2001 



INVENTOR- INFORMATION : 
NAME 

Weber; Jay C. 
Rowney; Kevin T. B. 
Kramer; Glenn A. 



CITY STATE 

Menlo Park CA 

San Francisco CA 

San Francisco CA 
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US -CL- CURRENT: 380/287; 705/26, 705/50, 713/150, 713/151, 713/164, 713/168, 
713/175, 713/180, 71372 00, 713/201 

ABSTRACT : 

Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information 
regarding a payment instrument from the merchant computer system to a payment 
gateway computer system. The payment gateway system evaluates the payment 
information and returns a level of authorization of credit via a secure 
transmission to the merchant which is communicated to the customer by the 
merchant. The merchant can then determine whether to accept the payment 
instrument tendered or deny credit and require another payment instrument. An 
architecture that provides support for additional message types that are not 
SET compliant is provided by a preferred embodiment of the invention. A server 
communicating bidirectionally with a gateway is disclosed. The server 
communicates to the gateway over a first communication link, over which all 
service requests are initiated by the server. The gateway uses a second 
communication link to send service signals to the server. In response to the 
service signals, the server initiates transactions to the gateway or presents 
information on an a display device. 

21 Claims, 109 Drawing figures Exemplary Claim Number: 8 
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DOCUMENT- IDENTIFIER: US 6237786 Bl 
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rights protection 



DATE-ISSUED: May 29, 2001 




INVENTOR- INFORMATION : 






NAME 
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STATE 


Ginter; Karl L . 


Beltsville 


MD 


Shear; Victor H. 


Bethesda 


MD 
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El Cerrito 


CA 


Van Wie; David M. 
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OR 


US - CL - CURRENT : 213/153; 
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705/58 



ZIP CODE 



COUNTRY 



ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic-facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper- resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all-electronic 
information distribution, for example, utilizing the "electronic highway." 
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TITLE: System, method and article of manufacture for creating a filtered 
information summary based on multiple profiles of each single user 

DATE-ISSUED: March 13, 2001 
INVENTOR - INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Cameron; Richard Neill Mouans Sartoux FRX 

Feinbier; Loic Jaouen Le Cannet FRX 
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An agent based system assists in obtaining information from an article of 
interest and utilizes the information to take user directed action based on the 
information from the target article. The system obtains input text in character 
form indicative of the target meeting from the a calendar program that includes 
the time of the meeting. As the time of the meeting approaches, the calendar 
program is queried to obtain the text of the target event and that information 
is utilized as input to the agent system. Then, the agent system parses the 
input meeting text to extract its various components such as title, body, 
participants, location, time etc. The system also performs pattern matching to 
identify particular appropriate information. This information is utilized to 
query various sources of information on the web and obtain relevant stories 
about the current meeting to send back to the calendaring system. 

20 Claims, 3 9 Drawing figures Exemplary Claim Number: 1 
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TITLE: System, method and article of manufacture for a mobile communication 
network utilizing a distributed communication network 

DATE- ISSUED: March 6, 2001 



INVENTOR- INFORMATION : 
NAME 

Gershman; Anatole Vitaly 
Swaminathan; Kishore Sundaram 
Meyers; James L. 
Fano; Andrew Ernest 



CITY 
Chicago 
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IL 
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IL 
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US - CL - CURRENT : 709/203; 345/966, 345/968, 707 / 104.1 , 707/3, 709/201, 709/217, 
709/225 

ABSTRACT : 

A system, method, and article of manufacture are provided for obtaining 
information on a mobile computing environment utilizing a distributed 
communication network. A pattern template is generated. This pattern template 
is stored on a thin client computer. A query is then created on the thin client 
computer based in part on user input. A network is queried for information 
utilizing a distributed communication network. A response is then received to 
the query from the distributed communication network. This response is 
processed utilizing an application tool on the thin client computer. The 
response is filtered by the application tool based on the pattern template. 
Information is then displayed to a user. 
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Number of Drawing Sheets: 30 



Classification 



Drauu Desc 



□ 14. Document ID: US 6195651 Bl 

L4: Entry 14 of 59 



File: USPT 



Feb 27, 2001 



13 of 49 



11/28/01 1:01 PM 



Record List Display 



http://westbre:8820toin/gatex^^ 



US -PAT-NO: 6195651 

DOCUMENT- IDENTIFIER: US 6195651 Bl 

TITLE: System, method and article of manufacture for a tuned user application 
experience 

DATE-ISSUED: February 27, 2001 



INVENTOR- INFORMATION : 
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Day; Brian Burlingame 
Yuen; Miya Foster City 
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CA 
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ABSTRACT : 



A system is disclosed that facilitates a web-based user interface to a 
particular application program that is enabled by obtaining user profile 
information, parsing the content of the particular application, matching the 
parsed content to user profile information and presenting the parsed content 
matches in a format based on information in the user's profile on a display. An 
innovative pattern matching system is integrated into the match processing to 
provide improved matching capability. 
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ABSTRACT : 

A server communicates bidirectionally with a gateway over a first communication 
link, over which service requests flow to the server for one or more merchants 
and/or consumers. Service requests are associated with a particular merchant ✓ 
based on storefront visited by a consumer or credentials presented by a 
merchant. Service requests result in merchant specific transactions that are 
transmitted to the gateway for further processing on existing host 
applications . 

24 Claims, 109 Drawing figures Exemplary Claim Number: 9 
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INVENTOR - INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Werbos; Paul J. College Park MD 20740-2403 

US -CL- CURRENT: 706/23; 706/15, 706/16, 706/26, 706/27 
ABSTRACT : 

A method and system for intelligent control of external devices using a 
mammalian brain-like structure having three parts. The method and system 
include a computer- implemented neural network system which is an extension of 
the model-based adaptive critic design and is applicable to real-time control 
(e.g., robotic control) and real-time distributed control. Additional uses 
include data visualization, data mining, and other tasks requiring complex 
analysis of inter-relationships between data. 
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TITLE: Virtual point of sale processing using gateway- initiated messages 
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INVENTOR- INFORMATION : 
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COUNTRY 



US -CL- CURRENT: 705/79; 705/78, 709/224, 709/249, 713/153 
ABSTRACT: 

Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. For example, secure 
transmission of data is provided between a merchant server and an acquirer 
gateway using Secure Electronic Transaction (SET) compliant messages. However 
gateway- initiated messages are not SET compliant. Accordingly, secure 
transmission of data using additional messages that are not SET compliant is 
provided in accordance with one embodiment of the present invention. In one 
embodiment, a method for virtual point of sale processing using 
gateway- initiated messages, includes establishing a first communication link 
(e.g., operating under the Internet Protocol) between an acquirer gateway and a 
merchant server, the first communication link being initiated by the acquirer 
gateway, and transmitting a gateway- initiated message (e.g., a Multipurpose 
Internet Mail Extensions (MIME) -encapsulated PKCS-7 message that includes a 
request for management information base data of the merchant server) via the 
first communication link from the acquirer gateway to the merchant server. The 
method also includes establishing a second communication link (e.g., operating 
under the Internet Protocol) between the acquirer gateway and the merchant 
server, the second communication link being initiated by the merchant server, 
and transmitting a Secure Electronic Transaction (SET) message via the second 
communication link from the merchant server to the acquirer gateway. 
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A process for creating, maintaining, and executing network applications. A user 
specifies a network application as an interconnection of tasks, each task being 
addressed to run on one or more computers. Process steps install and execute 
the application with accommodation for dynamically changing addresses. During 
execution, process steps compile or interpret source code on remote computers 
as needed. Process steps permit application changes during execution subject to 
limitations and fail -safes that prevent non- programmers from creating invalid 
changes . 

12 Claims, 32 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: 22 



ABSTRACT : 





□ 19. Document ID: US 61381 19 A 



L4: Entry 19 of 59 



File: USPT 



Oct 24, 2000 



17 of 49 



11/28/01 1:01 PM 



Record List Display 



http://westbrs:8820Mn7gate.exe?CT^ 



&sta^^ 



US -PAT-NO: 6138119 
DOCUMENT- IDENTIFIER : 



US 6138119 A 



TITLE: Techniques for defining, using and manipulating rights management data 
structures 

DATE- ISSUED: October 24, 2000 



INVENTOR- INFORMATION : 



NAME 


CITY 


STATE 


Hall; Edwin J. 


San Jose 


CA 


Shear; Victor H. 


Bethesda 


MD 


Tomasello; Luke S. 


San Jose 


CA 


Van Wie; David M. 


Sunnyvale 


CA 


Weber; Robert P. 


Menlo Park 


CA 


Worsencrof t ; Kim 


Los Gatos 


CA 


Xu; Xuejun 


Fremont 


CA 



ZIP CODE 



COUNTRY 



US -CL- CURRENT: 707/9; 707/102, 707/4 
ABSTRACT : 

A descriptive data structure provides an abstract representation of a rights 
management data structure such as a secure container. The abstract 
representation may describe, for example, the layout of the rights management 
data structure. It can also provide metadata describing or defining other 
characteristics of rights management data structure use and/or processing. For 
example, the descriptive data structure can provide integrity constraints that 
provide a way to state rules about associated information. The abstract 
representation can be used to create rights management data structures that are 
interoperable and compatible with one another. This arrangement preserves 
flexibility and ease of use without compromising security. 
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ABSTRACT: 

A system is disclosed that facilitates web-based comparison shopping in 
conventional, physical, non-web retail environments. A wireless phone or 
similar hand-held wireless device with Internet Protocol capability is combined 
with a miniature barcode reader (installed either inside the phone or on a 
short cable) and utilized to obtain definitive product identification by, for 
example, scanning a Universal Product Code (UPC) bar code from a book or other 
product. The wireless device transmits the definitive product identifier to a 
service routine (running on a Web server) , which converts it to (in the case of 
books) its International Standard Book Number or (in the case of other 
products) whatever identifier is appropriate. The service routine then queries 
the Web to find price, shipping and availability information on the product 
from various Web suppliers. This information is formatted and displayed on the 
hand-held device f s screen. The user may then use the hand-held device to place 
an order interactively. 
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Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information 
regarding a payment instrument from the merchant computer system to a payment 
gateway computer system. The payment gateway system evaluates the payment 
information and returns a level of authorization of credit via a secure 
transmission to the merchant which is communicated to the customer by the 
merchant. The merchant can then determine whether to accept the payment 
instrument tendered or deny credit and require another payment instrument. An 
architecture that provides support for additional message types that are not 
SET compliant is provided by a preferred embodiment of the invention. A server 
communicating bidirectionally with a gateway is disclosed. The server 
communicates to the gateway over a first communication link, over which all 
service requests are initiated by the server. The gateway uses a second 
communication link to send service signals to the server. In response to the 
service signals, the server initiates transactions to the gateway or presents 
information on an a display device. 
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In general, in one aspect, the invention provides a modular application 
collaborator for providing inter-operability between applications including a 
plurality of connectors for communicating with a like plurality of applications 
and an interchange server. The interchange server includes an application 
collaboration module and service module. The service module transfers messages 
between connectors and the application collaboration module. The application 
collaboration defines the inter-operability between two or more applications. 
The interchange server service module includes a transaction service and an 
error service. Transactions are executed in the application collaboration 
module and the transaction service records each action and a compensating 
action for undoing an associated action. An error service monitors for errors 
in the interchange server, and, upon detection of an error, stops the execution 
of a transaction and initiates the execution of any required compensating 
actions to undo the interrupted transaction. The compensating transactions may 
be executed at the connectors and are not required to be overseen by the 
interchange server . 
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ABSTRACT : 

An information platform automates the collection of data, provides a method for 
organizing the library of information and provides analysis using multiple 
content -types, thereby providing a user with a market understanding necessary 
to execute rapid and knowledgeable decision making. The information platform 
collects and integrates data, observations and intelligence; provides controls 
for multiple methods of information navigation and analysis; and allows details 
to be digested in the context of other data, regardless of its type. The 
information platform is a client/server implementation that is subdivided into 
four major sections, including: (1) Data Retrieval, which provides a 
sophisticated catalog for finding internal and external information and 
collection agents which retrieve specific information without user 
intervention; (2) Data Classification and Storage which handles the storage of 
the information once it has been gathered from a source; (3) Information 
Browsing, Query, Analysis, and Report Creation which provides information 
browsing, reporting, and analysis tools; and (4) Desktop Integration where the 
information platform takes information from a wide variety of formats (HTML, 
text, spreadsheet) and combines them all into a single format (HTML, text, 
spreadsheet) . 
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ABSTRACT : 

Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information from the 
merchant computer system to a payment gateway computer system. The payment 
gateway system formats transaction information appropriately and transmits the 
transaction to the particular host legacy system. The host legacy system 
evaluates the payment information and returns a level of authorization of 
credit to the gateway which packages the information to form a secure 
transaction which is transmitted to the merchant which is in turn communicated 
to the customer by the merchant. The merchant can then determine whether to 
accept the payment instrument tendered or deny credit and require another 
payment instrument. An architecture that provides support for additional 
message types that are value-added extensions to the basic SET protocol, is 
provided by a preferred embodiment of the invention. 
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ABSTRACT : 

A method for implementing a software application by shifting all the definition 
of an application into data, which need not be translated to code to be run, 
which is run by code which remains the same from application to application. 
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ABSTRACT : 

A registry to organize information from client entities on different networks 
for selective sharing, having a first computer having a disk for storing a 
dynamic client registry and resource locators containing function names. A web 
server causes the first computer to respond to the resource locators by loading 
the function name indicated. A database management program organizes the 
dynamic client registry. The system also includes a domain communications 
server which is used by the web server to respond to resource locators directed 
to it and to direct the database management program in organizing the dynamic 
client registry; several secondary computers networked with the first, each 
having a disk for storing a dynamic group registry and resource locators 
containing function names, a web server which causes the secondary computer to 
respond to resource locators by loading the function name indicated, a database 
management program for organizing the dynamic group registry; a client side 
communications server in each secondary computer, which responds to resource 
locators directed to the client side communications server and which directs 
the database management program in organizing the dynamic group registry; a 
domain communications resource locator list stored in all computers that causes 
functions to be selected for execution in the domain communications server; a 
client side communications resource locator list stored in all computers that 
causes functions to be selected for execution in each client side 
communications server so that communications between the first computer and 
each secondary computer cause the selected functions to selectively direct 
information to secondary computers. 
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ABSTRACT : 

An architecture is disclosed allowing a server to communicate bidirectionally 
with a gateway over a first communication link, over which service requests are 
initiated by the server. In response to a transaction received from a host 
legacy system at the gateway, the gateway parses one or more transaction 
response values from the host message, maps the one or more transaction 
response values to a canonical response code, and stores the canonical response 
code in a transaction log. According to a broad aspect of a preferred 
embodiment of the invention, communication networks that employ transactions 
between applications must effectively manage transactions that flow over the 
network. In addition, networking systems must also detect counterfeit 
transactions, especially, when the networking systems are utilized for 
financial transactions. An active, on-line database is utilized as a 
transaction log to track original requests, valid retrys and detect fradulant 
transactions. The transaction log serves as a memory cache where the received 
host response is returned to a valid retry transaction should the original 
response fail to reach a server because of a communications problem. 
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An apparatus and method for dynamically constructing electronic and printable 
documents and forms. An entity reference is read from a document instance and 
compared to entity identifiers provided in a catalog containing a plurality of 
entity identifiers. Each of the entity identifiers in the catalog is associated 
with an entity resolution process. An inference engine or other entity 
resolving processor is invoked to effectuate the resolution process associated 
with a matching entity identifier. The inference engine or entity resolving 
processor resolves the entity reference to a resolved entity, such as a 
component of text or graphics to be included in a document. Linking between the 
document, entity reference, and resolved entity provides for detailed auditing 
of the entity resolution process. A resolved entity may contain one or more 
embedded entity references which are similarly resolved. The dynamic document 
construction methodology may be implemented using a distributed networking 
approach, or on a stand-alone computer system. A significant advantage of the 
present invention concerns the re-usability of textual, graphical, and other 
components, thereby providing for the construction of any arbitrary document 
type having any arbitrary number of presentation formats. In one embodiment, 
the inference engine used to resolve entity references is converted to an 
executable form to enhance portability. A document or form constructed in 
accordance with the present invention may be published in printed or electronic 
form, such as in the form of a World Wide Web (Web) page. 
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Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information 
regarding a payment instrument from the merchant computer system to a payment 
gateway computer system. The payment gateway system evaluates the payment 
information and returns a level of authorization of credit via a secure 
transmission to the merchant which is communicated to the customer by the 
merchant. The merchant can then determine whether to accept the payment 
instrument tendered or deny credit and require another payment instrument. An 
architecture that provides support for additional message types that are 
value-added extensions to the SET protocol is provided by a preferred 
embodiment of the invention. A server communicating bidirectionally with a 
gateway is disclosed. The server communicates to the gateway over a first 
communication link, over which all service requests are initiated by the 
server. The gateway uses a second communication link to send service signals to 
the server. In response to the service signals, the server initiates 
transactions to the gateway or presents information on an a display device. 
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ABSTRACT : 

Telephone calls, data and other multimedia information including video, audio 
and data is routed through a switched network which includes transfer of 
information across the internet. Users can transmit video, audio and data 
communications of designated quality over the internet to other registered 
video telephony users. Users can manage more aspects of a network than 
previously possible, and control network activities from a central site. 
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Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a party in communication with a first application 
resident on a first computer which is in communication with a second computer 
with a certification authority application resident thereon. The second 
computer is in communication with a third computer utilizing an administrative 
function resident thereon. The first, second and third computers are connected 
by a network, such as the Internet. A name-value pair for certification 
processing is created on said first computer and transmitted to an 
administrative function on the third computer. Then, the name- value pair is 
routed to the appropriate certification authority on the second computer. The 
administrative function also transmits other certification information from 
said administrative function to said certification authority on the second 
computer. Until, finally, a certificate is created comprising the name-value 
pair and the other certification information on the second computer. The 
certificate is utilized for authenticating identity of the party. 

21 Claims, 89 Drawing figures Exemplary Claim Number: 1 
Number of Drawing Sheets: 42 



ABSTRACT : 





□ 32. Document ID: US 5987132 A 



L4: Entry 32 of 59 



File: USPT 



Nov 16, 1999 



30 of 49 



11/28/01 1:01 PM 



Record List Display 




http://westbrs:8820/bin/gate.exe?f=TOC&! 




|8ptnq. 5&ref=4&dbname=USPT&ESN AME=RE V 



US-PAT-NO: 5987132 

DOCUMENT- IDENTIFIER: US 5987132 A 

TITLE: System, method and article of manufacture for conditionally accepting a 
payment method utilizing an extensible, flexible architecture 

DATE- ISSUED: November 16, 1999 
INVENTOR- INFORMATION : 

NAME CITY STATE ZIP CODE COUNTRY 

Rowney; Kevin T. B. San Francisco CA 

US -CL- CURRENT: 705/77; 705/26, 705/35, 705/39, 705/40, 705/44, 705/76, 705/79 



An architecture that provides a server that communicates bidirectionally with a 
gateway over a first communication link, over which service requests flow to 
the server for one or more merchants and/or consumers is disclosed. Service 
requests are associated with a particular merchant based on storefront visited 
by a consumer or credentials presented by a merchant. Service requests result 
in merchant specific transactions that are transmitted to the gateway for 
further processing on existing host applications. By presenting the appropriate 
credentials, the merchant could utilize any other computer attached to the 
Internet utilizing a SSL or SET protocol to query the vPOS system remotely and 
obtain capture information, payment administration information, inventory 
control information, audit information and process customer satisfaction 
information. 
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ABSTRACT : 

Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information 
regarding a payment instrument from the merchant computer system to a payment 
gateway computer system. The payment gateway system evaluates the payment 
information and returns a level of authorization of credit via a secure 
transmission to the merchant which is communicated to the customer by the 
merchant. The merchant can then determine whether to accept the payment 
instrument tendered or deny credit and require another payment instrument. An 
architecture that provides support for additional message types that are not 
SET compliant is provided by a preferred embodiment of the invention. A server 
communicating bidirectionally with a gateway is disclosed. The server 
communicates to the gateway over a first communication link, over which all 
service requests are initiated by the server. The gateway uses a second 
communication link to send service signals to the server. In response to the 
service signals, the server initiates transactions to the gateway or presents 
information on an a display device. 
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TITLE: Systems and methods for secure transaction management and electronic 
rights protection 

DATE- ISSUED: November 9, 1999 
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Ginter; Karl L . 
Shear; Victor H. 
Spahn; Francis J. 
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US - CL - CURRENT : 705/54; 705/26, 713/167 
ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic-facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper- resistant hardware-based processors, may establish security at 
each node. These techniques may be used to support an all -electronic 
information distribution, for example, utilizing the "electronic highway." 
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Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information from the 
merchant computer system to a payment gateway computer system. The payment 
gateway system receives encrypted payment requests from merchants, as HTTP POST 
messages via the Internet. The gateway then unwraps and decrypts the requests, 
authenticates digital signatures of the requests based on certificates, 
supports transaction types and card types as required by a financial 
institution, and accepts concurrent VPOS transactions from each of the merchant 
servers. Then, the gateway converts transaction data to host-specific formats 
and forwards the mapped requests to the host processor using the existing 
financial network. The gateway architecture includes three distinct sections to 
enhance distribution of the functions. The upper API consists of concise 
functions which are available via a call out interface to custom modules. The 
lower API allows the gateway and the custom modules to call in to reusable 
functions which facilitate isolation from possible future fluctuations in 
structural definitions of SET data elements. The system configuration custom 
parameters include the more static information elements required for such 
things as the network address of the host or its proxy equipment, timeout 
values, expected length of certain messages and other system configuration 
information. These parameters are specified as name- value pairs in the gateway 
system initialization file. 
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TITLE: Systems and methods for secure transaction management and electronic 
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ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic-facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper- resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all-electronic 
information distribution, for example, utilizing the "electronic highway." 
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ABSTRACT : 



An architecture for processing a plurality of transactions from a single point 
of initiation is disclosed. The initiating computer selects a terminal 
identification token, and associates the token with a transaction request, 
thereby ensuring the association of the transaction with a unique terminal 
identification despite being originated by the same terminal. The tokens are 
obtained from a token table, which contains a row for each token defined to the 
system. The table includes a column for the token, a column that identifies a 
system with which the token may be used, and a column that identifies a date 
and time field indicating when a particular token was selected for use. A null 
value in the date -time field indicates that the token for that row is not in 
use. A query operation selects a token with a null date- time value, and a set 
operation sets the date- time value to the then- current time to mark it in use. 
At the conclusion of the transaction, a set operation sets the date-time value 
to null, enabling the token to be reused for another non- concurrent 
transaction. 
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ABSTRACT : 

Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information from the 
merchant computer system to a payment gateway computer system. The payment 
gateway system receives encrypted payment requests from merchants, as HTTP POST 
messages via the Internet. The gateway then unwraps and decrypts the requests, 
authenticates digital signatures of the requests based on certificates, 
supports transaction types and card types as required by a financial 
institution, and accepts concurrent VPOS transactions from each of the merchant 
servers. Then, the gateway converts transaction data to host-specific formats 
and forwards the mapped requests to the host processor using the existing 
financial network. The gateway system architecture includes support for 
standard Internet access routines which facilitate access to system 
administration information from a commercial web browser. 
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ABSTRACT : 

A descriptive data structure provides an abstract representation of a rights 
management data structure such as a secure container. The abstract 
representation may describe, for example, the layout of the rights management 
data structure. It can also provide metadata describing or defining other 
characteristics of rights management data structure use and/or processing. For 
example, the descriptive data structure can provide integrity constraints " that 
provide a way to state rules about associated information. The abstract 
representation can be used to create rights management data structures that are 
interoperable and compatible with one another. This arrangement preserves 
flexibility and ease of use without compromising security. 
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ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic- facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper-resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all-electronic 
information distribution, for example, utilizing the "electronic highway." 
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ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic- facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper-resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all-electronic 
information distribution, for example, utilizing the "electronic highway." 
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A modular application collaborator for providing inter-operability between 
applications including a plurality of connectors for communicating with a like 
plurality of applications and an interchange server. The interchange server 
includes an application collaboration module and a service module. The service 
module transfers messages between connectors and the application collaboration 
module. The application collaboration module defining the inter-operability 
between two or more applications and includes a trigger and a transaction 
responsive to the trigger. The trigger is activated upon receipt of data from 
one or more connectors resulting in the transaction delivering data to one or 
more connectors for transfer to an associated application. 
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ABSTRACT : 

The present invention provides systems and methods for secure transaction 
management and electronic rights protection. Electronic appliances such as 
computers equipped in accordance with the present invention help to ensure that 
information is accessed and used only in authorized ways, and maintain the 
integrity, availability, and/or confidentiality of the information. Such 
electronic appliances provide a distributed virtual distribution environment 
(VDE) that may enforce a secure chain of handling and control, for example, to 
control and/or meter or otherwise monitor use of electronically stored or 
disseminated information. Such a virtual distribution environment may be used 
to protect rights of various participants in electronic commerce and other 
electronic or electronic-facilitated transactions. Distributed and other 
operating systems, environments and architectures, such as, for example, those 
using tamper-resistant hardware -based processors, may establish security at 
each node. These techniques may be used to support an all-electronic 
information distribution, for example, utilizing the "electronic highway." 
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ABSTRACT : 

The present invention provides systems and methods for electronic commerce 
including secure transaction management and electronic rights protection. 
Electronic appliances such as computers employed in accordance with the present 
invention help to ensure that information is accessed and used only in 
authorized ways, and maintain the integrity, availability, and/or 
confidentiality of the information. Secure subsystems used with such electronic 
appliances provide a distributed virtual distribution environment (VDE) that 
may enforce a secure chain of handling and control, for example, to control 
and/or meter or otherwise monitor use of electronically stored or disseminated 
information. Such a virtual distribution environment may be used to protect 
rights of various participants in electronic commerce and other electronic or 
electronic-facilitated transactions. Secure distributed and other operating 
system environments and architectures, employing, for example, secure 
semiconductor processing arrangements that may establish secure, protected 
environments at each node. These techniques may be used to support an 
end-to-end electronic information distribution capability that may be used, for 
example, utilizing the "electronic highway." 
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An architecture that provides a server that communicates bidirectionally with a 
client over a first communication link, over which service requests flow to the 
server for one or more merchants and/or consumers is disclosed. Service 
requests are associated with a particular merchant based on storefront visited 
by a consumer or credentials presented by a merchant. Service requests result 
in merchant specific transactions that are transmitted to the gateway for 
further processing on existing host applications. By presenting the appropriate 
credentials, the merchant could utilize any other computer attached to the 
Internet utilizing a SSL or SET protocol to query the server remotely and 
obtain capture information, payment administration information, inventory 
control information, audit information and process customer satisfaction 
information. 
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ABSTRACT : 

A dynamic group registry for organizing information created by a client entity 
for sharing, having a plurality of publication computers networked together 
inside the client, each publication computer having a disk for storing a 
dynamic group registry and resource locators containing function names, a web 
server which causes the publication computer to respond to resource locators by 
loading the function name indicated, a database management program for 
organizing the dynamic group registry; a client side communications server to 
respond to resource locators directed to it and to direct the database 
management program in organizing the dynamic group registry; a client side 
communications resource locator list stored in each publication computer that 
causes functions to be selected for execution in the client side communications 
server so that the dynamic group registry indicates how information is to be 
shared amongst the designated individuals and groups with the client entity. 
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ABSTRACT : 

A system for managing information communications between clients on different 
networks having a first computer with a disk for storing a dynamic client 
registry and resource locators containing function names; a web server to 
respond to resource locators by calling the function name; a database 
management program for organizing the dynamic client registry; a domain 
communications server which, when loaded by the web server is executed to 
respond to resource locators directed to it and to direct the database 
management program in organizing the dynamic client registry; a second computer 
communicating with the first computer, the second computer having a disk for 
storing a dynamic group registry and for storing resource locators containing 
function names; the second computer executing a web server which causes it to 
respond to resource locators by calling the function indicated, the second 
computer also having a database management program for organizing the dynamic 
group registry; a client side communications server executing in the second 
computer responding to resource locators directed to it and directing the 
database management program in organizing the dynamic group registry; a domain 
communications resource locator list stored in the computers that causes 
functions to be selected for execution in the domain communications server in 
the first computer; and a client side communications resource locator list 
stored in the computers that causes functions to be selected for execution in 
the client side communications server in the second computer so communications 
between the computers cause selected functions to be executed to manage 
information flow between them. 
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ABSTRACT : 

A publication control system for networks inside a client having several 
publication computers networked together, each of the publication computers 
having disks for storing a dynamic group registry and resource locators 
containing function names, a web server which, when executed by the publication 
computer, causes the publication computer to respond to resource locators by 
calling the function indicated, a database management program for organizing 
the dynamic group registry; and a client side communications server, which 
responds to resource locators directed to it and directs the database 
management program in organizing the dynamic group registry; the system also 
has a domain computer having a disk for storing a dynamic client registry and 
resource locators containing function names; a web server which, when executed 
by the domain computer, causes the domain computer to respond to the resource 
locators by calling the function name indicated, a database management program 
for organizing the dynamic client registry; a domain communications server 
which, when loaded by the web server, is executed by the domain computer, to 
respond to resource locators directed to it and to direct the database 
management program in organizing the dynamic client registry; a domain 
communications resource locator list in all computers that causes functions to 
be executed in the domain communications server; a client side communications 
resource locator list in all computers that causes functions to be executed in 
each client side communications server so that communications between the 
domain computer and the publication computers cause the selected functions to 
control internal publications. 
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ABSTRACT : 

A domain communications server having a first computer with a disk for storing 
a dynamic client registry and resource locators containing function names; a 
web server to respond to resource locators by calling the function name; a 
database management program for organizing the dynamic client registry; a 
domain communications server which, when loaded by the web server is executed 
to respond to resource locators directed to it and to direct the database 
management program in organizing the dynamic client registry; secondary 
computers communicating with the first computer, the secondary computers each 
having a disk for storing a dynamic group registry and for storing resource 
locators containing function names; each secondary computer executing a web 
server which causes it to respond to resource locators by calling the function 
indicated, each secondary computer also having a database management program 
for organizing its dynamic group registry; a client side communications server 
executing in each secondary computer responding to resource locators directed 
to it and directing the database management program in organizing its dynamic 
group registry; a domain communications resource locator list stored in the 
computers that causes functions to be selected for execution in the domain 
communications server in the first computer; and a client side communications 
resource locator list stored in the computers that causes functions to be 
selected for execution in the client side communications server in the 
secondary computers so communications between the computers cause selected 
functions to be executed to manage information flow between them. 
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Telephone calls, data and other multimedia information is routed through a 
hybrid network which includes transfer of information across the internet 
utilizing telephony routing information and internet protocol address 
information. A media order entry captures complete user profile information for 
a user. This profile information is utilized by the system throughout the media 
experience for routing, billing, monitoring, reporting and other media control 
functions. Users can manage more aspects of a network than previously possible, 
and control network activities from a central site. Calling card access is 
provided for users and supports typical calls as well as media transfers over 
the hybrid network including over the internet . 
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ABSTRACT : 

Telephone calls, data and other multimedia information including video, audio 
and data is routed through a switched network which includes transfer of 
information across the internet. Users can participate in video conference 
calls in which each participant can simultaneously view the video from each 
other participant and hear the mixed audio from all participants. Users can 
also share data and documents with other video conference participants. Users 
can manage more aspects of a network than previously possible, and control 
network activities from a central site. Billing of the conference call is 
accomplished utilizing a billing detail record to capture events associated 
with a call as they occur and debit the appropriate bill. 
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Secure transmission of data is provided between a plurality of computer systems 
over a public communication system, such as the Internet. Secure transmission 
of data is provided from a customer computer system to a merchant computer 
system, and for the further secure transmission of payment information 
regarding a payment instrument from the merchant computer system to a payment 
gateway computer system. The payment gateway system evaluates the payment 
information and returns a level of authorization of credit via a secure 
transmission to the merchant which is communicated to the customer by the 
merchant. The merchant can then determine whether to accept the payment 
instrument tendered or deny credit and require another payment instrument . An 
architecture that provides support for additional message types that are not 
SET compliant is provided by a preferred embodiment of the invention. A server 
communicating bidirectionally with a gateway is disclosed. The server 
communicates to the gateway over a first communication link, over which all 
service requests are initiated by the server. The gateway uses a second 
communication link to send service signals to the server. In response to the 
service signals, the server initiates transactions to the gateway or presents 
information on an a display device. 
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An architecture for verifying the operation of a remote transaction clearance 
system is disclosed. A merchant -controlled computer communicates with a test 
gateway computer over a communications channel. The merchant -control led 
computer transmits messages representing test transactions to the test gateway 
computer on the communications channel . The test gateway computer responds with 
simulated transaction responses. In another aspect of the invention, the 
transaction responses include configuration data that is used by the 
merchant -operated computer to configure itself to access a production gateway 
computer . 
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ABSTRACT: 

A communications network offers a variety of services to the customer while 
being able to add or modify the portfolio of services available. A service 
delivery infrastructure is provided, which would sit in the Service Control 
Point of an intelligent network architecture, and which delivers services using 
an array of service independent features. In the arrangement described, the 
service delivery infrastructure has an object oriented architecture and 
interacts with systems, such as billing and network management in the 
communications network by means of objects within the infrastructure. An aspect 
of the infrastructure is the provision of selected sets of services to users of 
the communications network, which selected sets effectively provide dedicated 
service networks to each customer. 
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ABSTRACT : 

A method for automated testing of both new and revised computer application 
programs which use a Graphical User Interface (GUI) . Simulated user events such 
as keyboard or mouse actions are automatically input into the GUI interface. 
The GUI is then monitored to observes the changes to the GUI in response to the 
input. The invention comprises a test script which is written in a high level 
programming language, a test executive which executes the test script, and a 
test driver which provides the interface to the GUI. The test script is 
directed towards operation on logical objects, instead of GUI -specific 
references. The primary responsibility of the test executive is to convert 
GUI -independent references into GUI-specific references. The test driver takes 
the GUI -specific references from the test executive and performs the actual 
interface to the GUI objects. A uniform hierarchial naming scheme is employed 
to identify each Logical Screen Element (LSE) under test, LSEs being the 
objects used in the GUI environment to interface with the user. 
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The present invention defines a consistent method and system for enabling 
components in an information system to invoke operations that may be 
distributed across multiple computing platforms, through the provision and use 
of executable operations whose behaviors are determined from information stored 
and extracted from a Catalog (164) using an Operation Definition Manager (82) . 
The stored information is used by a Surrogate Object Definition Module (96) to 
define a Surrogate Object Type structure which enables execution of any of the 
operations described within it. A Surrogate Object Manager (94) , along with an 
Operation Connection Manager (104, 118, 130 or 132), is provided which assists 
the user in developing applications by providing access to the definition of 
the input and output arguments of the operations included in the Surrogate 
Object Type structure (244) . The present invention further includes an 
Operation Connection Manager (104, 118, 130 or 132) which, together with the 
Surrogate Object Manager (94) , provides a consistent means for an Operation 
Requestor (92) to invoke an operation and exchange input and output arguments, 
independent of the intervening network communication protocol or the hardware 
platform type, operating system and database management system upon which the 
operation has been implemented. 
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ABSTRACT : 

A method for automated testing of both new and revised computer application 
programs which use a Graphical User Interface (GUI) . Simulated user events such 
as keyboard or mouse actions are automatically input into the GUI interface. 
The GUI is then monitored to observes the changes to the GUI in response to the 
input. The invention comprises a test script which is written in a high level 
programming language, a test executive which executes the test script, and a 
test driver which provides the interface to the GUI . The test script is 
directed towards operation on logical objects, instead of GUI -specific 
references. The primary responsibility of the test executive is to convert 
GUI - independent references into GUI-specific references. The test driver takes 
the GUI -specific references from the test executive and performs the actual 
interface to the GUI objects. A uniform hierarchial naming scheme is employed 
to identify each Logical Screen Element (LSE) under test, LSEs being the 
objects used in the GUI environment to interface with the user. 
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ABSTRACT : 

A computer implemented graphical user interface for receiving instructions and 
information relating to insurance products, and for displaying insurance 
proposals relating thereto. The graphical user interface has an insured section 
for receiving personal information about a person to be insured and a product 
design section for receiving information specifying an insurance product and 
the insurance products components. The product design section has a design grid 
which is a matrix enabling input of product information, premium information 
and dividend information relating to a selected insurance product. The design 
grid enables a user to select a solve procedure and variable as the subject of 
the selected solve procedure. 
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ABSTRACT : 

A smart hypermedia system that acquires user characteristics either directly or 
inferentially . Simple associative networks serve to model user profiles, 
including relationships between user goals and the hypermedia information 
nodes. Hypermedia links to other nodes are recommended by ranking a link list 
in an order that depends on one or more user profiles containing information 
relating to users' goals and interests. Users can teach the system directly by 
rearranging the order of suggested links on the list. The system can also learn 
indirectly by observing how long and in what sequence the user views each 
hypermedia information node. User profiles can be combined to form group 
profiles and may be dynamically and continuously updated to form an adaptive 
system profile. The two system learning modes may be simultaneous or disjoint. 
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